MOBILE DEVICE
SECURITY CHECKLIST

What's at Stake

e Bank accounts

« Apple Pay

« File sharing apps
e Address book

Top Mobile Security Threats

« Software bugs

e Data leaks

» Spyware

» Malicious apps

» Encryption issues
o Fake wi-fi
 Phishing

o Theft

Flow You Can Protect Yourself

« Understanding a URL (a link)

» Device encryption

e Passcodes

e Biometrics

e Lock screen

o Installing trustworthy apps

« Remote phone tracking & management
« Installing updates

« Two-factor authentication

» Self-awareness

Fow You Can Protect Your Organization

Mobile device policies
Mobile device management
Two-factor authentication
Security awareness training
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